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Abstract

As large-scale distributed computing continues to evolve with the
rise of artificial intelligence and scientific applications, system re-
silience has become a critical concern, especially under high node
count and complex synchronization. This paper presents a light-
weight fault-tolerant protocol tailored for the pipeline-based broad-
cast model in MPI, addressing both node failure and idleness. Built
on the User-level Fault Mitigation (ULFM) library, the protocol in-
troduces a finite-state machine design to manage recovery at the
application level, allowing nodes to dynamically reconfigure the
broadcast topology upon abnormal events. A central node acts as
a sentinel, coordinating timeout detection and recovery signaling
across the pipeline. The protocol is tested in a high-performance
computing (HPC) production environment, demonstrating minimal
overhead even under multiple fault or timeout scenarios. Our results
show that the approach effectively restores broadcast operations
with scalable performance.
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1 Introduction

Scientific computing advances in domains such as quantum chem-
istry have largely followed two complementary directions. The first
focuses on fundamental theoretical developments [18-20], while
the second emphasizes data-driven numerical simulations, includ-
ing statistical and machine learning approaches [5]. Both directions
rely critically on large-scale distributed computing to achieve high
accuracy and practical applicability. This paradigm demands a ever
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greater number of CPU or GPU cores, which in turn increases the
likelihood of node failures or idle states. As a result, resilience—the
ability of an application to remain operational in the presence of
faults—has become a critical challenge in high-performance sys-
tems (3, 4, 9, 21, 27, 28].

Large-scale data transfer among nodes is one of the most funda-
mental collective operations in HPC applications. Such operations
often serve as the first indicators of hardware or software faults.
Broadly, two main approaches exist to address resilience in distribut-
ing large-scale data. The first is using the distributed file system,
which supports data storage and access across multiple nodes. This
approach reduces inter-node dependency by focusing on hardware
resilience and parallel I/O at the infrastructure layer [1, 13, 24-26].
The second approach is to message passing protocols, which use the
underlying network infrastructure to transfer data between nodes.
While this method eases the burden on centralized data storage, it
increases inter-node dependencies and introduces complexity in
synchronization and fault-tolerance.

MPI (Message Passing Interface) [6, 7] has emerged as the de
facto communication standard in HPC and has recently introduced
support for user-level fault tolerance [2, 15]. This extension en-
ables recovery from failures at the application level, offering a
promising path to resilience in collective operations. Among MPI's
collective operations, the broadcast subroutine plays a central role
in synchronizing nodes by broadcasting data from one process
to all others. Wadsworth and Chen [23] analyzed the theoretical
bandwidth usage of various broadcast topologies, including round-
robin, daisy chain, binomial tree, scatter-and-gather, and pipelin-
ing. Their benchmark results showed that pipelining outperformed
other methods when the data size exceeded 1,000 double-precision
values. In practice, MPICH [7] uses the binomial tree algorithm for
short messages (less than 12,288 bytes), while larger messages are
handled by scatter followed by allgather. In OpenMPI [6], the broad-
cast algorithm is selected based on message size and node scale,
progressing through binomial tree, pipelining, split binary tree,
and scatter-allgather. Algorithm selection may also be dynamically
tuned based on communicator size.

Although the MPI_Bcast function utilizing ULFM library is able
to detect a fault event and continue to work, its resilience is vul-
nerable to idle nodes, especially as communication time increases.
Moreover, the broadcast phase might be customized to run with disk
1/O or data preprocessing parallelly. These overlapping tasks can
introduce delays, potentially stalling the entire broadcast operation.

Several fault-tolerant broadcast protocols have been proposed
outside the ULFM framework, including tree-based FTCO [17],
Fault-Aware MPI [8], tree-based ABFT [11, 12], message queue-
based FT [14]. Hursey and Graham [10] demonstrated a fault-
recovery pattern for ring communication using ULFM. Building
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upon this, our work extends the recovery mechanism to handle
idleness-induced delays, drawing inspiration from the acknowledg-
ment mechanism proposed by Margolin [17].

In the following section, we describe the design of our fault-
tolerant protocol. Benchmark results and performance analyses are
presented in the final section.

2 Fault-tolerant Model

The pipeline broadcast model adopts a linear topology where all
participating nodes are responsible for forwarding data sequen-
tially. The first node splits the data into multiple chunks and begins
transmission by sending each chunk to node 2. Assuming there are
N worker nodes, nodes 2 through N-1 receive one chunk and pass
it to their next neighbor. The final node, node N, only performs
data reception. This model is functionally equivalent to applying
MPI_Sendrecv at each intermediate node between the head and
the tail of the pipeline. In our implementation, we use MPI_Isend
and MPI_Irecv to achieve the same pipelined behavior, while also
extending the model with fault-tolerant capabilities.

Receive

WT = within time limit
Ack1,2,3 = Acknowledge of
three worker node status

Worker Node Sentinel Node

Figure 1: The status transition diagram for pipeline fault-
tolerant protocol.

To handle faults, we employ a finite state machine (FSM) ap-
proach, inspired by similar concepts in networking [22]. Our fault-
tolerant protocol can be viewed as a deterministic finite automaton,
characterized by a finite set of states and deterministic transitions
between them. The state transition diagram of our protocol is illus-
trated in Figure 1.

The protocol is divided into two functional perspectives: sentinel
node and worker node.

On the worker node side, the default state is Normal, in which
the worker performs receiving, any intermediate data processing,
and sending. These operations may occur concurrently, particularly
processing and sending. If an abnormal event is detected during
a send or receive operation, the node transitions to one of two
exceptional states: Fault or Timeout.

The Fault state is triggered by the ULFM signal handler when a
node failure is detected. Upon entering this state, the affected node
attempts to reconnect by locating the next or previous available
node in the pipeline. Notably, compared to the timeout in the next
paragraph, the Fault state is local in scope, minimizing its impact
on the remaining nodes [10].

Qin et al.

Algorithm 1Idleness Detection Using Timed MPI Send and Receive

1: Input: buffer, count, datatype, peer-
Rank, tag, communicator €
{MPI_SUCCESS,MPI_CUSTOM_TIMEOUT,MPI_CUSTOM_FAIL}

2: Initiate nonblocking communication:
3. if send operation then

4 MPI_Isend(...,request)

5: else

6: MPI_Irecv(...,request)

7. end if

8: if MPI call fails then

9: return MPI_CUSTOM_FAIL

10: end if

—_
—

. start «— MPI_Wtime()
: while MPI_Wtime () — start < TIMEOUT do
MPI_Test(request, flag)

_ =
W N

14: if MPI error detected then

15: return MPI_CUSTOM_FAIL

16: end if

17 if flag == true then

18: return MPI_SUCCESS

19: end if

20: end while

21: > Timeout without communication completion

22: if send operation then

23: return MPI_CUSTOM_TIMEOUT_SEND
24: else

25: return MPI_CUSTOM_TIMEOUT_RECV
26: end if

In the practical HPC environments, node idleness or slowness is
often as prevalent as explicit faults. Such issues can be triggered by
memory exhaustion, disk idling, file system hangs, or network con-
gestion. This condition leads to the Timeout state, which is activated
when a chunk transfer exceeds a predefined time limit. Timeouts
are detected using a combination of MPI_Isend or MPI_Irecv with
MPI_Test, alongside a timing mechanism shown in the Algorithm 1.
Once a timeout occurs, the node reports it to the sentinel and awaits
acknowledgment indicating an alternative or the original neighbor.
It is important to notice that when one worker reaches the Timeout
state, other workers will timeout shortly afterward due to cascad-
ing delays. Without assistance from the sentinel, a worker node
cannot distinguish between a genuine timeout and a propagated
delay caused by upstream congestion. Upon receiving the acknowl-
edgment from sentinel, the node transitions to the appropriate next
state: Normal state if the neighbor node is healthy and the timeout
was a false alarm; the Finish state if the destination is beyond the
boundary of the pipeline; or Continue state if the neighbor is valid
and capable of completing the remaining data transfer. The detail
is listed in the Algorithm 2.

On the sentinel node side, it continuously monitors signals from
worker nodes at the Waiting status. When it receives an abnor-
mal event report, it enters a “listening” state and begins collecting
timeout or fault notifications from all nodes. After the listening pe-
riod expires, which is indicated by timeout triggered at the master
node, it processes the signals to identify idle or failed nodes and
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Algorithm 2 Worker-Side Pipeline Broadcast with Sentinel Recov-
ery

1: Determine initial prevRank and nextRank

2: for each segment iteration do

3 while receive not successful do

4 rc «<— MPI_Trecv(prevRank)
5: if rc == MPI_CUSTOM_FAIL then
6
7
8
9

prevRank < prevRank —1
else if rc == MPI_CUSTOM_TIMEOUT_RECV then
Notify sentinel
Receive updated prevRank from sentinel
10: end if

11: end while

12: if worker has successor then

13: while send not successful do

14: rc < MPI_Tsend(nextRank)

15: if r¢c == MPI_CUSTOM_FAIL then

16: nextRank <« nextRank + 1

17: else if rc == MPI_CUSTOM_TIMEOUT_SEND then
18: Notify sentinel

19: Receive updated nextRank from sentinel
20: end if

21: end while

22: end if

23: end for

24: Notify sentinel of completion

replies back to each node with updated routing instructions—either
a next or previous available neighbor. It then returns to the Waiting
state, awaiting further event reports. The corresponding detail is
illustrated in the Algorithm 3.

Upon completion of the pipeline phase, all nodes reach a syn-
chronization barrier and send a success signal to the sentinel, which
then concludes the broadcast phase. It is important to note that to
ensure correctness of the timeout detection mechanism, a synchro-
nization barrier must precede the broadcast stage. This guarantees
that all nodes begin timing from a consistent reference point.

3 Results and Discussions

In this section, we present the performance evaluation and anal-
ysis of our fault-tolerant protocol. All tests were conducted in a
production environment on the Amazon AWS multi-node cluster.
The network is based on AWS EC2 Ethernet without EFA Infini-
Band support. Since the protocol is implemented at the application
level, the underlying network topology and hardware details are
abstracted to represent a general-case scenario. In our setup, each
node corresponds to a distinct physical machine equipped with
multiple CPU or GPU cores. All nodes are interconnected via a
full-duplex network. The OpenMPI version we tested is the latest
v5.0.x based on PPRTE backend.

In the pipeline broadcast model, chunk size plays a critical role in
determining the overall transmission time. For our experiments, we
fixed the chunk size at 1 megabyte. The master node acts solely as
a sentinel and does not participate in the actual data transmission,
so the reported node counts exclude the master.

Algorithm 3 Sentinel Coordination and Fault Recovery

1: Initialize array slavelive[1..N] < 0
2: while broadcast not completed do
3 Receive status message (code, rank) from any worker

4 if code == MPI_SUCCESS then
5 Broadcast termination condition
6: break
7 else
8 slavelive[rank] « code
9 end if
10: > Collect additional timeout signals
11: while true do
12: Attempt timed receive of (code’, rank”)
13: if timeout occurs then
14: break
15: else
16: slavelive[rank’] « code’
17: end if
18: end while
19: > Compute recovery routing
20: for each worker i = 1to N do
21: if slavelive[i] == TIMEOUT_SEND then
22: Find next alive rank j > i
23: Send j to worker i
24: else if slavelive[i] == TIMEOUT_RECV then
25: Find previous alive rank j < i
26: Send j to worker i
27: end if
28: end for

29: end while
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Figure 2: The broadcast time results changing with number
of nodes and the amount of data transferred to each node.

Figure 2 shows the benchmark results for pipeline broadcast
time as a function of both the number of nodes and total data size.
As observed, the overall broadcast time increases linearly with the
data size, while it grows only marginally with the number of nodes.
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Table 1: Benchmark result of pipeline-based fault-tolerant
broadcast protocal to transferr 16 GB data through 32 nodes
under the circumstances of various abnormal events. The
timeout limit is set to 5 seconds. The total 10 seconds is sub-
tracted from timeout event to scale it aligning with the other
events.

num. of event ‘ 1 ‘ 2 random ‘ 2 serial ‘ 4 random | 4 serial
fault event 33.21 33.24 33.26 33.31 34.26
timeout event | 44.74 45.87 44.64 45.23 45.28
timeout scaled | 34.74 35.87 34.64 35.23 35.28
mixed scaled 34.74 35.65 34.54 36.25 35.28

This behavior is consistent with theoretical expectations: the total
broadcast time in a pipeline model includes both saturation time
(pipeline filling and draining) and data transmission time, the latter
of which dominates when the data volume is large relative to the
number of nodes. The data transmission time can be approximated
as the total data size divided by the effective bandwidth.

Table 1 presents the results of broadcasting 8 GB of data to
32 nodes under three conditions: (1) no fault, (2) with injected
faults, and (3) with timeouts. As indicated in Figure 2, the average
baseline time for the 8 GB broadcast is approximately 33 seconds.
In the presence of faults or timeouts, the additional time required to
detect and recover from events is negligible compared to the total
broadcast duration. Notably, this overhead remains nearly constant
even as we increase the number or alter the relative location of the
events.

However, timeout scenarios inherently incur more overhead
than explicit faults. This is expected, as timeouts require both the
node and the master to independently reach timeout thresholds
before corrective action can be taken. Consequently, timeout and
mixed fault-timeout cases experience an overhead approximately
equal to 2X the timeout limit, accounting for detection delays on
both the node and the master sides. This overhead is comparatively
lighter than the cost to restart from the checkpoint file [16].

4 Conclusion

We have presented a lightweight fault-tolerant protocol tailored for
the pipeline-based broadcast model in MPI, built upon the ULFM li-
brary. The protocol enables local recovery of the broadcast pipeline
in the event of node failures, leveraging ULFM’s fault-detection ca-
pabilities. In addition, it extends the fault model to include timeout
detection, with a designated sentinel node to coordinate recovery
and maintain pipeline integrity. This protocol could also be ex-
tended to support reduction operations and is not limited to the
MPI framework.

Production-level testing on a HPC cluster demonstrated the
protocol’s ability to reliably detect and recover from a variety of
abnormal events—including both faults and timeouts—with minimal
overhead added to the total execution time. This shows that the
proposed approach is both practical and scalable, offering a viable
solution for enhancing resilience in large-scale distributed systems
using MPIL

Qin et al.
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